
Cyber Security 
Training

Keeping data safe
Introduction 
Recent breaches have once 
again put cyber security on top 
of the agenda of businesses and 
pensions schemes and many 
are now grappling with how to 
manage cyber-security within 
their scheme and how to keep 
their supply chain secure. 

We offer training to trustees on 
cyber security, both at a scheme 
level and a personal level and 
can also run cyber security 
warfare simulations (where you 
simulate what a trustee board 
would do if a breach like the 
Capita one occurred) and would 
be more than happy to discuss 
this with you if you think it 
would be of use. 

Cyber-security Training: 
Applying cyber security 
principles for pension 
schemes
One of the main impacts 
the Regulators have awoken 
to is the threat posed to 
organisations by cyber-
criminals, be it through 
enhanced data protection 
legislation or increased 
governance requirements. In 
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this one hour course we look 
at the cyber-security landscape 
from the perspective of a 
trustee and take a practical look 
at the principles the Pensions 
Regulator state that all trustees 
should apply. You will learn 
about approach to analysing 
cyber risk, managing the biggest 
risk to schemes and the basics 
of handling incidents when the 
worst does happen.

Cyber-security Training: 
Cyber-security 
awareness for Trustees
With an ever-increasing reliance 
on technology for managing your 
scheme and its services to your 
members, it has never been more 
important for Trustees to have 
good cyber-security awareness. 
This one hour course looks 

at the most common cyber-
security attacks, explain why 
emails are evil, show you real-life 
demonstrations of cyber-attacks 
and give you the basic skills to 
reduce the likelihood that you fall 
foul to cyber-criminals.

Cyber-warfare Scenario 
Testing
The regulator recently stated that

 “It is important that schemes 
have a robust cyber security and 
business continuity plan in place. 
Make sure you have read our 
cyber security guidance and check 
that your own plans are up to 
date”. 

During these sessions, we take 
trustees through a simulated 
cyber security attack to gain 
familiarity with the process 
and their responsibilities in a 
controlled environment. The 
aim is to best prepare trustees 
to respond in the event of a 
suspected or actual incident.

Want to know more?
If you would like to know more about Trustee 
Training, please contact your usual Quantum 

contact or email 
info@qallp.co.uk


